9ETINNAIARTYIN TIT 29 (RUUT 1) WNTIAN — WEIEU W.A. 2567

BURAPHA SCIENCE JOURNAL Volume 29 (No.1) January — April 2024 LNANNNIAE

= o [ = 1 [ 4 [ 4 o ¥
ﬂ’l’iﬂuﬂuﬂqﬂuﬂ’)EILNENLLU?J’ﬂ’]H‘UUIVI%‘ﬁW‘VI'&N’]‘IVIT%'u ﬂﬁ‘mﬁﬂﬂ'\ﬂg\‘l’ﬂ'\ﬂq

Reading-Based Voice Authentication on a Smartphone: A Case Study of Older Adults
W Y@, inen aunlndn® way vawiad dudoiies’
Jedsada Boonsiri', Thippaya Chintakovid® and Nalinpat Bhumpenpein1

"neimasauma anszmaTulagiansaumalazuianssuAana avanenaeinaiulaiinszasmindmssuanmile tssinalng
* viag LR S3REGRAVIAASAUA MATTILIINSNIANARS ADIEENHIAanT PTIaNnsaluIne at Ussmalny
"Department of Information Technology, Faculty of Information Technology and Digital Innovation,
King Mongkut's University of Technology North Bangkok, Thailand
®Information Landscape Research Unit, Department of Library Science, Faculty of Arts, Chulalongkorn University, Thailand
Received : 26 April 2023, Received in revised form : 22 November 2023, Accepted : 28 November 2023

Available online : 9 January 2024

UNARED
TngUszasAnaziian : nstududonuiludoulsenaudrAylunisdniesannininuannnisdindelaeladlisu
C Wa am a4 o e b X < 2as o o .
anny1n ad19lsfinan Aanstudusanuntegiiulivanzaniufligeeny avdszauiguiarudennes1edinaniy
denaliffgeangaruiunninganssunisliauiidaends sandstlaszuunistiudusonuuugnsnizeau nily

P o LA A o o P = < Wye o o gy @ o A A o v ]
MuV]'NLLﬂﬂﬂ&l‘I/T']ﬂﬁﬂﬂrmﬂ'ﬂﬂf]ﬁ‘ﬂuﬂum’]mumqﬂlamﬂq 5ﬁ\11ﬁﬁ'uﬂqLLuzuqiﬁLﬂum']L@'ﬂﬂ‘lﬂLﬁﬂqzﬁﬂﬂuagﬂ\?@f]i‘!mqﬂﬂqq

A o s 14

aal A o o P \ @ a P = . Ay = = A
Qﬁﬂ’]iﬂ’ﬁ?ﬁluﬂumqmuﬂu"] @EINVLiﬂWm ﬂq?ﬂuﬂumqmuﬂqﬂLﬂﬂQNﬂquLﬂﬂﬁm@ﬂqﬂ:qmmmqﬂﬂq?L@ﬂuLﬂEQﬂi@

o = o 26 v a A yn v 9 o A o o P = ] & P '
UuWﬂL@ﬂ\?ﬂ@\iaim SLHU?T@'TLLHQV’]@LW@LLﬂimﬁl@ﬁ@ﬂﬂ\iﬂ@qq ﬂ’]iﬂuﬂummumﬂLmﬂ\iimﬂﬂ’limuuuuﬁmmLEHUQWHLL@:
< o 1

v v a :// IS4 t:ll S o < % =< 3 12
winnzaniufgeenyluniamneg) nevii Adsiideyallinaamenaziugduauduldls sandeanniiuaesdgeeny

v
a o aa

6 ¥ dl < 1 v o o & dl A o < Y o g
LLZ\]Zﬂ’Wﬁ‘m@U@u‘ﬂ\W’mQI‘N’WHV]LHNP]MII‘V]EIWB?XUU ANUL N7 EI‘LLN’JMQH?L”&QP]LWﬂﬂuﬂuﬂQﬁNLﬂuiﬂiﬂﬂﬂﬂ@ﬁqLLZ\IZ

naaaunIstiududanuiadedinanisa s saniuigeang asaise i

o a

AsanHun1gIan  nstududanudondasinanisgnuisiaiuangduuulignimunau uaziinimaaeuiie

dszifiunnslanuiuggeeng Tnafilindanazgnuiesniluaungud miuusazguuunisnistiududani aaniiu

4 1 ya o

> P P co = A o = o o & a
HLT'W?QN@zI“ﬁV]@@@U?zUUi@ﬂﬂqiimﬂquﬁﬂﬂﬁu@\iwzLUEuLL@zﬂuﬂumu ki NQQE’QZ@\?LﬂmLLﬂz’QﬂUuWﬂWﬂmﬂ?ﬁ‘N 153 p+

al

AMILIRsE g WiandaedeyasamdntlsyAvBn naessyuy (§RsAudni3a e feianann)

nan1g3ag : uanisnaeuiluiiinala Tuwdnealss@ninin snstiudusanuaugluuuidns Task Completion

[V

Rate 144 filinsaninauisnunaiunsnameidauuaztiududonulidnga lnaudazglunuiaonuuansigasned
o ° o lﬂi o 491 b4 = 1 =3 A s o :/I A dl
dedrAnyneaiunaifiedldlunszuaunisnisamsidon edrslsfinunssuaunistiuduimnuwinldnai tnaiage

(7

1 o v

a ! a dﬂl g o &K al 4'9/ ¥ A [ A a o o o
wihdu deliananadauluniiauszudnanistunnides lnefgidnsnaunatuisenaindaney 4 miuazuuuan
WULADLDN SEQ uay SUS 111 1Tidn nstiudusiamudadesinanisawisanugduuuiuldeoudie nsmageumnia

aa A = o & A o o o L A o o o P P
'&ﬂ[ﬂL‘WﬂL'LF‘??JUL'V]illlN@@Wﬁ“ﬂﬂﬂgﬂLLUUﬂq?ﬂuﬂumﬁmuWQ@’]NgﬂLLUU 1NN ﬂ’]iﬂuﬂummummmgﬂLL‘].I‘LI‘LN"]“L(LVLN’]EI




9ETINNAIARTYIN TIT 29 (RUUT 1) WNTIAN — WEIEU W.A. 2567

BURAPHA SCIENCE JOURNAL Volume 29 (No.1) January — April 2024 LNANNNIAE

IndiAeeiy waznalniiae Wiy nnsuansiamausiadunuugn Tddanalunisausanisldanu asnelsfinn

A v o 1 % 1 a ) = 1 v v ‘ﬂl v = = o
ArNAaNITnlunIsRendenansiaulAetngasedenadusanisliuine fgaany iWasainfiasilin 19ANN
fapau fulingaunismaseudiulvnjuansaonumAniisuaninaaiunstutufaausoadasinaniseu 1 Agnudne

Tuns e unazANgzaanaune

£2
a o o o o

agunanisiae : ulidnadninliazeanunludiewan vuiddeigiaiiedndin lnaawngidintannimasestisandd

Y ' v
a o oo

a o v K ] | o aa = v QI a dl a

fralal? Tedenanaaunan 9@ if1eINNmAaed wanaInl dsadifiednis nnmaaeaiaANdeTaLRaung

IS L ¥ a U v ad A o o dl a o dl dl !

ﬂuﬂuﬁ]’)ﬂuﬁmﬂL@F;I\ﬂ:ﬂ?;lﬂ'ﬁ?ﬂquﬂUQﬁﬂﬂﬁ‘ﬂuﬂquElu'ﬂu"] teziliupnulannsie memmmxuu‘lmﬂuvlmuj bmd
Adl b4 | 2

ADTUNNAIUAY 1usU

[J "] s S o o A o o v a o IS o 2
AIRIATY : NITUULURIFRU ; NITUULURINUAIEILALN ;Tmﬁwm@mwiﬂu ; HaNeng

Abstract

Background and Objectives : Authentication is a vital component of smartphones to protect devices from
unauthorized access. Nevertheless, existing schemes are unsuitable for elderly users due to their age-related
difficulties. As a result, many older adults employ insecure practices, including disabling device authentication
systems. One promising solution is voice authentication, which has been consistently suggested as a more usable
option for older adults. However, voice authentication has a drawback regarding vulnerability to an imitation or
recording of an enrolled speaker. Among many solutions for this issue, reading-based voice authentication is
relatively simple and theoretically usable for older adults. Still, there is insufficient information to confirm the
possibility, including older adults' perceptions and the reactions of Thai subjects toward the system. Therefore, this
research intends to confirm that possibility and find whether reading- based voice authentication is usable enough
for older adults.

Methodology : Three different styles of reading-based voice authentication were developed, and the testing was
conducted to evaluate their usability relative to older adults. Participants were divided into three groups for each
authentication style. Then, they would use the systems by enrolling and verifying themselves, where the researcher
observed their actions and noted their opinions, along with the systems' performance metrics (Success Rate, Task
Time, Error).

Main Results : The results of the test were encouraging. In terms of performance, all three styles achieved high
task completion rates; almost all participants successfully enrolled in the system and verified themselves. There
were significant differences regarding the time needed to complete enrollment. Nonetheless, the verification

process used the same amount of time on average. Most errors occurred during the manual voice recording, where
e —————————
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participants either forgot to press a button or pressed at the wrong moment. Both the scores from SEQ and SUS
questionnaires indicated that all three styles of reading-based voice authentication were easy to use. The statistical
tests to compare the results of all three authentication styles indicated that they were comparably usable, and
mechanisms, like random passphrases, could be employed without adverse effects on usability. However, the
ability to freely choose a passphrase negatively impacts usability as it requires text input and is thus unsuitable for
older adults. Most participants expressed positive thoughts about reading-based voice authentication, like the ease
of use and convenience.

Conclusions : Despite the promising results, this research still has limitations. The number of participants was
smaller than intended, which affected the study's statistical power. Furthermore, this research needs more
experiments to compare reading-based voice authentication with other authentication methods, assess its security
aspect, and test the system in other settings, such as outdoor locations.

Keywords : authentication ; voice authentication ; smartphone ; older adult

*Corresponding author. E-mail : jedsadaboonsiri@gmail.com

Introduction

A smartphone is a valuable device for older adults. Nevertheless, many problems still pose challenges to
older adults; one such problem is authentication. Because of their age-related limitations, older adults often struggle
to manage authentication and other security measures installed on smartphones. The textual password (or text
password) is generally rated low in usability (Yildirm & Mackie, 2019), especially among older adults, for being
tiring and low memorability (Jaspreet Singh & Yvonne Hwei-Syn Kam, 2019). While praised for ease of use and
memorability, graphical passwords are outperformed by PINs in input speed and error rates (Grindrod et al., 2016).
Also, they are significantly time-consuming compared to other methods (Jaspreet Singh & Yvonne Hwei-Syn Kam,
2019). The biometric-based systems, such as fingerprint and facial recognition, still have many shortcomings, such
as imperfect accuracy due to noises in the environment (Haider & Sabahat, 2022) and the degradation or change
of biometric traits in older adults (Galbally et al., 2019). Also, biometric-based systems have usage restrictions to
obtain biometric samples with acceptable qualities. Due to these shortcomings, a more usable method is necessary.

One promising method is voice authentication. It is a part of voice user interfaces (VUI), which has been
consistently suggested as a more usable option for older adults (Schldgl et al., 2013). The benefits of VUIs for older

users include hand-free and eye-free interactions (Kowalski et al., 2019) and ease of learning. The novelty of
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technology can also be overcome once they grow accustomed to it (Stigall et al., 2019). These advantages are
significant for the Thai elderly population, where more than half use smartphones (Aranyanak & Charoenporn, 2020).
However, many find existing methods (PIN and text password) inconvenient, resulting in refusal to use
authentication and subsequent risks. Hence, the more convenient voice authentication can encourage older Thai
adults to secure their devices.

Some drawbacks do persist. Aside from perceived security and reliability by users (Renz et al., 2022), the
voice recognition system, including commercial services like Microsoft Azure Speaker Verification, can be fooled
by an imitation or recording of an enrolled speaker. Therefore, many solutions were proposed to address this issue,
such as leveraging a motion sensor (Anand et al., 2021) and an anti- spoofing design of the voice authentication
system (Zhao et al., 2021). Nevertheless, there is one solution that does not rely solely on the voice recognition
system's accuracy, does not involve special devices or complicated mechanisms, and is still theoretically usable
for older users. That solution is reading-based voice authentication.

The key concept is that the system shall display a series of numbers, letters, or regular words as a
passphrase for users to read aloud. If the recognized phrase is the same as the provided one and the voice matches
the voice profile, then the user's identity claim is valid. For example, Yan and Zhao (Yan & Zhao, 2016) proposed
a voice authentication system where users would be asked to read aloud a series of characters they saw on the
screen. Bella et al. also proposed a similar system (Bella et al., 2020) but using random digits in Indonesian
instead of English.

The work of Rehman and Lee ( Rehman & Lee, 2019) presented a text- dependent voice- based
authentication protocol. However, English words were used instead of a series of characters. Five random English
words were selected during enroliment, and the system would randomly display one for users to read aloud in the
verification process. Akhtar's work (Akhtar, 2017) resembled the work of Rehman and Lee. The difference was that
Akhtar's system was text-independent, giving the system more flexibility due to the broader range of possible
passphrases. Nonetheless, the text-independent system was usually outperformed by the text-dependent variance
under short-duration scenarios (Tu et al., 2022), along with an increased difficulty in development.

Since they only need to read text displayed on the screen, the required effort from older adults is minimal,
as recommended by the guidelines of Usable Security (Garfinkel & Lipford, 2014). Moreover, there is no need to
remember secret information, which is helpful for older users whose mental capabilities have deteriorated (Fisk
et al., 2009a). Nevertheless, there are still unanswered questions. Are older adults really satisfied with a reading-

based voice authentication system? And why? Since previous studies worked with non-Thai people, how do Thai
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subjects react to reading-based voice authentication? Can the system be incorporated with additional mechanisms,
such as random passphrases, to improve security without sacrificing usability? or must the system remain as simple
as possible? Moreover, if older adults can choose their passphrase, how does it affect the system's usability?
Hence, this research aimed to answer those questions above and find whether reading-based voice authentication

is usable enough for older adults.

Methods

An experiment was conducted to achieve the research's goal by testing older adults against three text-
dependent reading-based voice authentication styles. The experimental authentication systems consisted of two
parts. The front-end side was a mobile application developed with Xamarin, tools to write native Android and iOS
applications. The back-end side for voice recognition tasks was built using a Python library named pyAudioAnalysis.

Participants were older adults, defined in this research as any person aged 60 years or more. They also
must have prior experience in using smartphones. However, experiences in authentication and the use of VUl were
optional. After being recruited, participants were divided into three groups to test three different styles of reading-
based voice authentications. The researchers collaborated with a local clinic in Don Mueang District, Bangkok,
Thailand, to recruit participants. As older adults might feel uncomfortable and reluctant to participate in an
experiment conducted by an unfamiliar person, working with the clinic's staff ensured familiarity and trust, which
helped older adults be more willing to participate in the study.

The first step of the experiment was a preliminary questionnaire for general information such as
demographic data, smartphone usage, and authentication usage. After completing the questionnaire, participants
would receive a tutorial document describing the tasks they needed to do. Participants had one round to practice
with the tutorial tasks. If participants did not understand any part of the tutorial, they might request a walkthrough
from a researcher. However, participants were excluded from further participation if they could not complete all
tasks after the walkthrough.

The experiment consisted of two tasks in total. First, participants needed to enroll their voices into the
system. Then, they would verify themselves three times consecutively. At the end of each task, participants would
answer the SEQ (Sauro & Lewis, 2016¢), which is employed as a post-task questionnaire. They would assess the
overall ease of completing a task in the form of level of easiness. When participants completed all tasks given to
them, they needed to complete the SUS (System Usability Scale) (Brooke, 1995) for the post-study questionnaire

and give their opinions about voice authentication by answering two questions.




9ETINNAIARTYIN TIT 29 (RUUT 1) WNTIAN — WEIEU W.A. 2567

BURAPHA SCIENCE JOURNAL Volume 29 (No.1) January — April 2024 LNANNNIAE

1. User Specifies one passphrase

Start  fe— Receive passphrase Show passphrase
[ ! Passphrase —
- ) Record the voice of
Store the selected passphrase the user speaking

a passphrase

Create the voice model

—
-
[—] w110 —
- :

&
Enrollment ‘: End m 2. App records user's voice speaking a passphrase.
&

Start = Retrieve the selected passphrase s——— Show a passphrase

e e

3. App displays a chosen passphrase.

s — Pas_sphr;se —

Record the voice of the Matched voice - °

user speaking a passphrase __and passphrase?___..
Yes y
; L] . ; '
Accept the user Reject the user

L [ —
P | N --—| —
4, User reads a displayed passphrase aloud.
(A) (B)

Figure 1 The first authentication style's process flow (A) and interaction flow (B)

The first authentication style was the base style for the other two styles. Figure 1 (A) shows its process,
while Figure 1 (B) illustrates an overall interaction between a user and a system. For a start, a user must specify a
Thai word as a passphrase used for verification on a page in Figure 2 (a). The system then stored that phrase and
started a sub-process to record the user's voice and create a voice model. In the verification, the system would
display a chosen passphrase and have users read it aloud, as shown in Figure 2 (c). If the user's voice and
passphrase were matched with stored information, the system would accept the user's identity claim as valid. If the
result was a rejection, the user had one more chance to try again. The second unsuccessful attempt, however,
would terminate the process. In the real-world scenario, users had to switch to basic authentication methods like
PIN or text passwords.

The second and third styles share a similar process with some key differences. In the second style, a user
would choose three passphrases instead of one passphrase, as shown in Figure 2 (b), which would be displayed
randomly during the verification. For the third style, the system also requested three passphrases from the user.
The difference was that During verification, the system randomly displayed one of the participants' chosen

passphrases and two decoy phrases, as shown in Figure 2 (d).
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Figure 2 Application's graphical user interfaces

The reason for developing the second and third styles of voice authentication was to investigate if additional
security measures (for instance, randomly displaying passphrases) could affect the usability of the system. The
concept behind the second style was to create extra obstacles for attackers by using a set of passphrases rather
than a single passphrase. For the third style, the correct passphrase was mixed with incorrect ones to confuse

attackers. If participants read the wrong passphrase, the system would fail to verify user identity.

Results

The total number of participants was 32, comprised of 13 males and 19 females. 13, 10, and 9 participants
experimented with the first authentication, second, and third styles, respectively. The youngest participant was 60,
while the oldest participant was 79 years old. The average age of participants was 64.5 years old, and the mode
was 63. Nineteen participants worked or used to work in the private sector, e.g., office workers, business owners,
and independent contractors. Nine participants worked in government agencies or state enterprises. 2 participants
were homemakers, and 1 participant declined to answer this question. For the educational level of participants, 14
participants did not graduate from high school. Nine participants have a high school diploma, and another nine
hold a bachelor's degree.

Thirty participants used Android smartphones, and only 2 participants used iOS smartphones. Thirty-one
participants had experience using smartphones for more than two years, and one participant declined to answer
this question. Twenty-one participants used authentication systems regularly, whereas 11 did not enable them on

their smartphones. The textual password was the most used method, followed by fingerprint recognition, face
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recognition, and pattern-locking. For prior experience using VUI, only 13 participants had used some form of VUI
on smartphones.

Performance Metrics

As participants in this experiment had only one chance to complete given tasks, the completion rates of
the three styles were calculated by dividing the number of participants completing tasks by the total number of
participants in each group. The first task was considered completed if participants successfully enabled the
verification function, and in the second task, participants must verify themselves three times to complete the task.

Because of the small sample size, the adjusted Wald (0l=0.05) was used to calculate confidence intervals
of completion rates in both tasks, shown in Table 1. Although there were differences in the low estimates of
completion rates, the Fisher exact test (0l=0.05) (Sauro & Lewis, 2016b, p. 5) revealed statistically non-significant
differences in the completion rates between the three styles of voice authentication. Researchers, therefore,

concluded that older adults' task completion rates were similar across the three styles.

Table 1 Confidence intervals of Rates of Completion in Enroliment and Verification

Task Style Low Estimate High Estimate
First 79.74% 100%
Enroliment Second 57.40% 99.99%
Third 73.70% 100%
First 79.74% 100%
Verification Second 75.12% 100%
Third 54.33% 99.99%

Task completion time was recorded in seconds. The timer started when participants pressed the button to
begin a task, and then it stopped when the result of enroliment or verification appeared on the screen. The geometric
mean was used for the statistical analysis because of the small sample size (size <=25) (Sauro & Lewis, 20163;
Tullis & Albert, 2013). Table 2 shows geometric means of the length of time for enroliment and authentications of
the three styles.

The data of task completion time did not meet two assumptions of the one-way ANOVA. The result of

Bartlett's test (Ol = 0.05) indicated that the enrollment (p-value = 0.0006) and verification (p-value = 0.0005)
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completion time variances were unequal across the three sample groups. The Kolmogorov-Smirnov Test (O = 0.05)
showed that each group's enroliment and verification data were not normally distributed. Therefore, the study
employed the Kruskal-Wallis one-way analysis of variance (Ol = 0.05). The results indicated significant differences
in the time participants needed for enroliment between the three interface groups (p-value = 0.0007). On the other
hand, there was no significant difference in the time participants needed for verification (p-value = 0.0828).

In conclusion, the amount of time required by older adults to complete the enroliment process significantly
differed between the three styles. Older adults who worked with the first style could complete the enroliment process
faster than older adults who used the second and third styles. For the verification process, there was no significant

difference between the time needed to complete the task in all three styles.

Table 2 Average Task Time in Seconds by Interface Styles

Style Enroliment Time. 1% Verification Time 2" Verification Time 3™ Verification Time

First 91.49 16.56 8.82 11.29
Second 160.74 22.55 14.66 13.71

Third 208.77 21.87 14.65 14.59

The errors in the experiment were recorded in simple binary data. For instance, if a participant pressed the
wrong location on the screen, this error would be added to the list of errors, and the participant would be marked
that he had committed an error. The errors observed during the experiment and the number of participants who

committed errors are described in Table 3.

Table 3 The errors during enrollment and verification

Number of participants who committed errors

Task Errors committed by participants
First Second Third
Error (1) 3 0 3
Error (2) 3 2 2
Enroliment
Error (3) 0 0 1
Error (4) 1 0 1
Verification Error (2) 1 5 2
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The descriptions of errors are as follows.

(1) Entered "NULL" as the passphrase. During passphrase selection, participants must enter phrases into
the textbox. Some participants, however, left the textbox blank.

(2) Errors in pressing voice recording buttons. Many participants forgot to press buttons or pressed them
at the wrong moments.

(3) Did not complete the process. Participants did not complete the process for other reasons, such as
remaining idle and doing nothing, and required assistance from researchers.

(4) Missed textboxes. Participants pressed the wrong spot on the screen and could not select textboxes.

Questionnaires

The results of SEQ questionnaires are represented by the number of participants who chose each score,

as illustrated in Figure 3. Score seven means the task is very easy, while score one signifies that the task is very

difficult.

8 8
2 2
c c
2 2
9.0 g6
; t
] &
<4 <4
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] 2 J
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- - - al mm -7 - -
=

Score 1 Score 2 Score 3 Score 4 Score 5 Score 6 Score 7 > Score 1 Score 2 Score 3 Score 4 Score 5 Score 6 Score 7
HMGroupl ®Group2 mGroup3 mGroupl ®WGroup2 M Group3
Enrollment Verification

Figure 3 Result of SEQ for the enrolliment and verification tasks

Most participants rated the ease of completing both tasks at a score of four and higher, with only one
participant from group 2 rating the ease of Enroliment task at a score of two. Kruskal-Wallis's test was used to
determine if there were statistical differences in SEQ scores among the three interface styles. The results indicated
a non-significant difference in SEQ scores for enroliment (p-value = 0.3952) and verification (p-value = 0.3278).
Participants rated enrollment and verification tasks equally easy to perform with all three authentication styles.

The adjective ratings and SUS acceptability range from the work of Bangor, Kortum, and Miller (Bangor
et al., 2009) were used to analyze and interpret the SUS scores. The comparison between SUS scores, acceptability

ranges, and adjective ratings is depicted in Figure 4.

e —
10
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Figure 4 The comparison between SUS scores, adjective ratings, and acceptability ranges

The mean ranks and geometric means of SUS scores for each interface style, including the acceptability

and adjective ratings, are described in Table 4.

Table 4 Mean Ranks of SUS Scores by Interface Style

Style Mean Rank Geometric Mean Acceptability Adj. Rating

First 19.25 64.31 High Marginal Okay
Second 15.85 54.67 Low Marginal Okay

Third 18.17 61.86 Low Marginal Okay

Acceptability ranges and adjective ratings from the results depicted a more favorable impression. Only a
few participants gave "failure" scores; the rest rated all three styles as passable and above. The Mean Rank and
Geometric Mean show that the first style received the highest score, followed by the third and second styles.
Because of the small sample size, the Kruskal-Wallis's Test (Ol = 0.05) was used to determine if there were
significant differences between the SUS scores of the three styles. The p-value was 0.5246, indicating a non-
significant difference between the SUS scores of the three authentication styles.

Participants' Opinions and Observed Behavior

Two open- ended questions were given to participants to learn about their opinions towards voice
authentication. The first question was, "How do you feel about this voice authentication system compared to other
authentication schemes?". Nine participants stated that it was easier to use than other methods. Moreover, twelve
participants considered this system easier than textual passwords. Nevertheless, seven participants felt it was equal
to or worse than other methods.

The second question was, "Do you have any additional comments regarding voice authentication?".

Generally, participants had neutral to positive opinions regarding voice authentication, feeling it was convenient
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and simple. While they acknowledged a considerable effort to learn how to use voice authentication, participants
believed they could eventually understand that the method provided sufficient learning time. Even so, many
participants expressed negative points about the voice authentication they tested in the experiment. They felt the
system required too much effort to complete tasks. Notably, participants disliked that they had to type passphrases
during enrollment. Some participants also voiced concerns over privacy and awkwardness if they used the system
in public.

During the experiment, participants' behavior and system usage was observed. Overall, participants in
each group displayed similar behaviors. Most of them required guidance from the researcher during the tutorial.
Many also experienced common problems older adults encounter, such as difficulties in typing and forgetfulness.
The minority, however, could learn how to perform the tasks with minimum assistance. They also showed proficiency

in using smartphones, such as dexterous typing and recovering from errors.

Discussion

Overall, the results indicate that reading-based voice authentication is usable enough for older adults who
view it moderately favorably. Furthermore, security improvement measures implemented in the second and third
styles do not negatively affect the system's overall usability. This conclusion is supported by the task success rates
and the results from SEQ and SUS scores, indicating that the differences in perceived ease of tasks and usability
between the three styles were not statistically significant. Although two more complex styles have longer enroliment
task times, speed is not a significant concern for older adults (Grindrod et al., 2016).

Convenience and simplicity are likely primary reasons for positive views toward reading-based voice
authentication mentioned in the introduction. Reading passphrases aloud is straightforward and does not involve
typing or complex mental abilities like inference; hence, it only requires minimal concentration. Moreover, older
adults do not need to memorize passphrases when using the first and second styles. Though the third style does
require users to remember their selected passphrases, participants did not specify any significant problems with it.

Unfortunately, the ability to freely choose a passphrase during enrollment negatively impacts the system's
usability because older users must provide passphrases via text entry. In addition to being error-prone (Komninos
et al., 2018), older adults usually type slower than younger adults (Nicol et al., 2016), lengthening the time to
complete the text entry. This difficulty is further emphasized by the lengthy enroliment task times and participants'
dissatisfaction with the enroliment process. Therefore, it can be concluded that this approach is unsuitable for older
adults.
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Anotherissue is related to the graphic user interface or GUI. Even though the application for the experiment
was designed following the guidelines (Fisk et al., 2009b) and recommendations from past work (Balata et al.,
2015), many participants still struggled during the experiment. Typical problems of older users with GUIs remained
visible, such as trouble reading a passphrase and becoming lost while performing the task. Moreover, the manual
voice recording via pressing a button is problematic for many participants and causes errors. Nonetheless,
redesigning GUIs and interaction flows may help mitigate these problems.

Based on participants' answers to post- experiment questions, reading- based voice authentication is
viewed more favorably than text passwords. Their opinions are consistent with past studies where older adults rate
the text passwords as low in usability (Yildirim & Mackie, 2019) for being tiresome and difficult to memorize
(Jaspreet Singh & Yvonne Hwei-Syn Kam, 2019). Nonetheless, text passwords still have advantages in terms of
reliability since the results of verification are either true or false. By contrast, verification via voice is not always
accurate, and misrecognition can happen.

Due to the lack of experience, participants did not provide opinions comparing reading-based voice
authentication with biometric- based methods, such as fingerprint and face authentication. Nevertheless, reading-
based voice authentication has some theoretical advantages. It is not affected by water, dirt, or fingerprint quality
degradation (Galbally et al., 2019), which impacts fingerprint recognition's accuracy. Additionally, its input method
is less restrictive than facial recognition, which limits possible angles and distances between the user's face and
the device. Still, older users may prefer fingerprint or face authentication when in public for a few reasons. Aside
from the issue of social awkwardness, the performance of reading-based voice authentication will decrease in a
noisy environment.

Under the assumption that the voice recognition system is accurate, the vulnerability of reading-based
voice authentication primarily involves passphrases. The first style is the most vulnerable since the passphrase is
fixed in every verification, making it susceptible to the Replay Attack. The second and third styles can resist such
an attack to a degree since more than one passphrase will be displayed randomly during verification. Even if
attackers have the records of the target's voice speaking all possible passphrases, they still need to play a correct

record matching the displayed passphrase within the time limit.
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Conclusions

This study developed a reading-based voice authentication system with different implementations of
authentication styles and tested their usability with a sample group of older adults. While the results of the study
were encouraging, the research has limitations. Due to the coronavirus pandemic and requirements for
participation, the number of participants was smaller than intended, which impacted the study's statistical power.
Furthermore, this research has not yet conducted experiments to compare reading-based voice authentication with
other authentication methods, assess the method's security, and test the system in outdoor settings with various
noise levels. Therefore, additional experiments to address these limitations are necessary, including a long-term

study to assess the long-term usability and user acceptance of voice authentication.
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